Body of European Regulators
for Electronic Communications

BE@ BoR (12) 30

A view of traffic me

ot her practices re

restrictions to the
Eur ope

Findings from BERECG6s and the Europ
Il nvestigation

29 May 2012



BoR (12) 30

Table of Contents

1 1Yo T LU o] § Yo ) o PSSR 3
1.1 Ajointinvestigation by BEREC and the European Commission 3
1.2 Aninvestigation with a large scope 4
1.3 Stakeholder participation 4
2 Qualitative OVerview Of re@StriCTIONS .. ..uuuuuuuiiiiiiiiiiiiiiiiiiiiiiiii bbb eeeaeaeeennee 5
2.1 Caveats 5
2.2 Categories of restrictions 6

23 Specific restrictions (Adifferenti at8edod)
2.3.1 Restrictions on P2P or VOIP traffiC.........ccoeviiiiiiiiiiiie e 8
2.3.2 Other SPECIfiC rESIICHONS . ....uuuiii e e e e e e aaeee 8
2.4 Network protection 9
2.4.1 Security and INTEQIILY ......ueuiiiiiiiiiiiiiiiiiiieieiieee ettt 9
2.4.2 Congestion MANAGEMENT.........eeiiiiiiiiiiiiiieiieeeeieie e et e e et e e e e e 9
2.5 Implementation of business models 10
2.5.1 DALA CAPS +.ueeeerineeeiit ettt e et e ettt e ettt aa e eaaans 10
2.5.2 SpecCialiZed SEIVICES ......ccoviiiiii it a e e aaeaes 11
3 Quantification Of FESTIICTIONS ....cicvvi it e e e e e e e e eaens 11
3.1 Variety of the reported measures 12
3.2 Quantification based on numbers of operators 13
A closer look at how restrictions are enforced...........ccoooeevvviveeiiiiinieeeeecen. 15
3.3 Quantification based on operators weighted according to their total number of
subscribers 17
3.4 Quantification based on numbers of Internet access subscribers 19
3.5 Aggregated statistics per types of national markets 23
ANNEX 1 - GeNeral STALISTICS .ivvvuiiiiiii e e e e s e e e e e e eaaataa e e e e eeeeaennes 29
ANNEX 2 - LiSt Of r@SPONUENTS ...ouuii i e e e e e aaeees 31
Annex 37 Questionnaire Sent t0 OPEratOrS .......ccoiiiiiiiiiiii e e e e eaaees 36
ANNEX 4 - GlOSSAIY ..o 39



BoR (12) 30

1 Introduction

1.1 A joint investigation by BEREC and the European
Commission

This investigation on traffic management practices by providers of electronic
communications services (also called fAoperator s
2011 following requests from the European Commission addressed to BEREC, seeking

information regarding several aspects closely related to the debate on net neutrality*. The

Commission was interested in having more specific information on market situations

regarding blocking or hindering of applications, and throttling or degrading of traffic.

In the conclusions of its Communication on the open internet and net neutrality in Europe
issued on the 19" of April 20117 the Commission indicated that the evidence found by
BEREC would serve as a basis for assessing the potential need for additional guidance on
net neutrality®.

In December 2011 the BEREC member NRAs addressed a questionnaire on traffic
management practices to their main providers of electronic communication services” in their
respective fixed and mobile markets. The questionnaire was published in parallel on the
website of the Commission®.

The stakeholders were invited to submit their answers by 20" of January 2012. On 6™ of
March, BEREC submitted its preliminary findings to the Commission and published a
corresponding press release on 9™ of March®.

Thisfisnapshot of resultso intends to deliver a m
overview of the results gathered by BEREC and the Commission.

It should be noted that the quantitative results throughout this report represent average
figures for Europe. The results for individual countries may substantially differ from these
average European figures. This aspect is specifically highlighted in section 3.5.

! European Commissiofommunication on the open internet and net neutrality in Eurf@@M (2011) 222 final, April
2012 http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:ZiPPP:FIN:EN:PDF

?|bid, pages 8 to 10

% For more information regarding thEuropean/ 2 Y'Y A & publi2 gbgxsdltéion on the open internet and net neutrality
in Europesee:

http://ec.europa.eu/information_society/policy/ecomm/library/public_consult/net neutrality/index_en.htm

* The NRAs weraskedto define a scope encompassing a reasonable number of operafitiisthe suggesion that they
considerat least the operators which together represent 90%ewid uses on both fixed and mobile markets.

® For more information regarding the questionnaard the specific questions askedeAnnex 3 andlso:
http://ec.europa.eu/information_society/policy/ecomm/index_en.htm

Questionnairehttp://e c.europa.eu/information_society/policy/ecomm/doc/current/ec_berec_tm_questionnaire.xls
Instructions to respondents:

http://ec.europa.eu/information_society/policy/ecomm/doc/current/ec_berec tm_instructionstorespondents.pdf

® Seethe BERE(fress releasehttp://erg.eu.int/doc/2012/TMI_press_release.pdf



http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0222:FIN:EN:PDF
http://ec.europa.eu/information_society/policy/ecomm/library/public_consult/net_neutrality/index_en.htm
http://ec.europa.eu/information_society/policy/ecomm/index_en.htm
http://ec.europa.eu/information_society/policy/ecomm/doc/current/ec_berec_tm_questionnaire.xls
http://ec.europa.eu/information_society/policy/ecomm/doc/current/ec_berec_tm_instructionstorespondents.pdf
http://erg.eu.int/doc/2012/TMI_press_release.pdf
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1.2 Aninvestigation with a large scope

The objective of this wide-ranging European-level inquiry, jointly undertaken by BEREC and
the Commission, is to get a view of traffic management and potential restrictions to access,
content or applications, in particular to gain some insights into their variety and relative
importance. Indeed, they are done for a variety of purposes, and at the same time take
different forms, e.g. remain purely contractual or are technically enforced.

The scope of the inquiry was, in this respect, deliberately wide. The questionnaire sent to the
operators throughout Europe particularly intended to understand the variety in terms of
objectives of measures, for instance by including practices aimed at preserving network
security and integrity and measures required by legal order. It also covered the setting of
data caps, and the potential impact of some specialized services implemented alongside the
Internet access service. All these situations stem from very different business objectives or
constraints. For instance, in many cases, traffic management practices serve as an effective
mean to provide quality services to end users.

In this respect, t he term Atraffic management o was used
explanatory documents of the questionnaire. Instructions to respondents typically referred to

traffic management practices, which are commonly understood as all technical means used

to process through the network traffic sent or received by end users, including both
application-specific and application-agnostic traffic management. These instructions also

specified that the investigation covered all measures pursuing similar objectives, including

through contractual terms that are not necessarily enforced technically.

This Aresults snapshot o wild.l attempt to represer
results on Adifferentiation pr act appreash)) which . e . de
are the most relevant with respect to the net neutrality debate.

1.3 Stakeholder participation

The findings are largely based on the data submitted by 32 NRAs’ - out of a total of 35
BEREC members and observers - which consisted of questionnaire responses by the main
national operators they had identified®.

A total of 414 operators responded - 266 fixed and 148 mobile operators. Among those 148
mobile operators were 33 MVNOs. As MVNOs referred to practices put in place by their
MNO in most of their answers, often without being able to precisely confirm or detail them, it
was considered preferable not to count their responses in the snapshot statistics. Therefore,
the total number of operators considered within the scope of the exercise is 381 - 266 fixed
and 115 mobile operators®. The customer base of the respondent operators covers a total

" These 32 NRAs aréustria Belgium Bulgaria Croatig Cyprus Czech Republidenmark Estonia Finland France
FYRoM Germany Greece Hungary Ireland ltaly, Latvig Lithuania Luxembourg Malta, Norway, Poland Portugal
RomaniaSlovak RepubliSloveniaSpain Sweden Switzerland The NetherlandsTurkeyand United Kingdom

® The NRAs weraskedto define a scope encompassing a reasonable number of operafitiisthe suggesion that they
considerat least the operators which together represe90% ofthe end usesin both fixed and mobile markets.

® For further detailssee Annex Xoverall statistial data) and Annex Zlist of respondents
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of about 140 million fixed broadband subscribers and 200 million mobile active
Internet subscribers.

In addition, a number of providers of content and applications, consumer organisations,
industry associations and 18 private individuals responded to the questionnaire on the
Commi ssiondés website, on a voluntary basi
some extra reference for crosschecking national situations. This report does not cover those
responses.

Although the level of details varied significantly, the overall operator participation was
excellent and a lot of information was collected. BEREC is very pleased with this
comprehensive feedback and would like to thank all the respondents for their efforts and
submissions.

2 Qualitative overview of restrictions

This section provides some elements of description and understanding of the different sorts
of restrictions reported by operators, whether or not they are a common practice in the
markets. Indeed, as the gquantitative analysis in chapter 3 will show, only a minority of
providers apply some of the categories of practice described below.

Among the measures reported by respondents, BEREC found across Europe a wide array of
traffic management practices resulting in restrictions, and an equally wide range of
implementation methods and policy justifications for them (sections 3.2 to 3.4 provide a
graphical representation of the frequency of the practices covered by the inquiry).

2.1 Caveats

When studying the details of the results, it is important to bear in mind the following
limitations and caveats:

A This is the first time that such a wide-ranging and comprehensive exercise of this type
has been jointly carried out by BEREC and the Commission. It was thus decided, as far
as possible, to simplify some aspects regarding traffic management characteristics, in
order to limit the complexity associated with the use of new concepts, or unusual
guestions that may be understood differently by European operators (also foreseeing
possible language issues, as the text of the traffic management questionnaire is in
English). This is an important constraint of the exercise, which explains some inevitable

Ai mprecisionso i n the subsequent anal ysi s.

demanded to specify the duration of a measure, or the place in the network (e.g. access
or backhaul) where it is implemented. As a result, the categories presented in this
document regroup situations that are broadly similar, but which in fact may impact end
users in quite different manners.

A The level of information provided varies significantly among the different operators. While
some operators provided brief answers, others explained their actions in detail and a few
even gave additional reasons and arguments in separate attached documents.

whi
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A The categories of measures in the questionnaire were built, of course, before knowing
which ones were the most representative in the European Union. When preparing this
shapshot, it seemed useful to distribute the information according to a modified
categorization, better adapted to the responses. This resulted in the creation of two
c at e g oMeasures rdlafed to network security and integrityd — a Measuiies upon
legalorderd ) , wher e as Redtrietioncon theetgpe of termifial allowed, or tiered
pricing depending on the terminal usedd0 di sappeared (the correspon
i ncl u destdctiangof ather kind of traffico ) .

A The reliability of quantitative information is, to a certain extent, limited - mainly due to a
lack of up-to-date information regarding the number of Internet access subscribers per
operator. This derives from the fact that a significant number of operators did not provide
this information, sometimes on the basis of commercial confidentiality. Drawing on
information and estimations provided by NRAs helped to fill some gaps in this
information. With this approach, it was possible to propose a quantification of practices in
reference to the number of Internet users, but any absolute figure should be considered
with extreme caution.

2.2 Categories of restrictions

The first overview of results proposed in the next section presents the frequency, as reported

by operator, of the different types of restrictions, distinguishing the following main categories:

di fferentiation (of t r af f2i3;ctechnicat netwarko pratedtierr s é ) i
(congestion, security) in section 2.4; implementation of business models (data caps,

specialized services) in section 2.5; and legal obligations. Hereafter is a general description

of these categories.

The first part in this overview (section 2.3) considers the occurrences of restrictions
(contractual and/ or t e'®) hoh specifid trafficb domtainkdi in ghet hr ot t |
operator responses:

1) P2P/VolP_traffic: operators were specifically required to reference any restriction
(contractual and/or technical) to the transportation of such kind of P2P/VolIP traffic
within the Internet access packages they offer.

2) Other contents/applications (e.g. file sharing, FTP, etc.) or specific providers

These Adi fferentiationo practices, whi ch resul
applications, are the most relevant in terms of net neutrality. It can be emphasized here that

restrictions indicated in the offers, and possibly enforced technically, will not necessarily

impact all end users at all times.

The second part (section 2.4) consists of measures reported by operators as allowing a
more efficient protection and management of networks. These include:

3) Congestion management and
4) Security and integrity:

1% As labelled in the guestionnaire
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30% of the fixed and 20% of the mobile operators reported certain traffic

management practices which have been categorised under this umbrella (such as
controlling Aspamdo traffic). I n addition, S
justified by the operat or s as being based on these fAsecu
are best described as congestion management techniques, and have therefore been

categorized accordingly. This distinction is further explored in other BEREC work

streams (particularly in relation to minimum quality of service requirements).

The third part (section 2.5) corresponds to measures put in place by operators in order to
implement specific business models, either concerning the bundling of specialized services
with Internet access, or with respect to data volume pricing.

5) Specialised services in fixed networks:
35% of the fixed operators manage their networks in order to offer specialised
services (for the provision of facilityi based applications, e.g. telephony or TV) in a
way which could potentially affect the (public and best efforts) Internet access service
being delivered through the same access network.

6) Data caps:
Awidevariety of data caps and dAafair useodo pol

business models, were found (especially in mobile networks, where 83% of ISPs
apply data caps). However, it should be noted that these were not the main focus of
this investigation, since (with some exceptions) in general they do not imply
differentiated treatment of traffic. While data caps are a technical measure in the
sense that traffic volume needs to be measured and throttled once the data cap has
been reached or charging for extra volume implemented, these practices are
common business models since the early days of narrowband Internet access. Data
caps provide a price signal to end users related to the cost of bandwidth
consumption. As pointed out by BEREC in its Response to the Communication on
the open internet and net neutrality in Europe, limiting the data volume or throughput
rate independent of data type does not constitute a departure from the principle of
net neutrality''. Offers implemented through such measures are frequent and of
interest to end users, which is why they are also detailed here.

The | ast category covers any form of restrictio
required by public authorities:

7) Measures upon legal order:
These measures are under t aken under Nl egal ob4dil gati on
shock in roaming, court orders, etc.) and have also been included in a separate
category. Not being the focus of this investigation, they are not further detailed in the
subsequent description.

See BEREC wSalLl2yas (2 @KS congitaddnds the/open iténfet @nd nengulaity in EuropeR
(10)42, September 2@ pagel5 (question 10):
http://www.irg.eu/streaming/BoR%20(10)%2042%20BEREC%?20response_ECconsultation Net%20neutrality final.pdf?con

tentld=546969&field=ATTACHED_ FILE



http://www.irg.eu/streaming/BoR%20(10)%2042%20BEREC%20response_ECconsultation_Net%20neutrality_final.pdf?contentId=546969&field=ATTACHED_FILE
http://www.irg.eu/streaming/BoR%20(10)%2042%20BEREC%20response_ECconsultation_Net%20neutrality_final.pdf?contentId=546969&field=ATTACHED_FILE
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23 Speci fic restrictions (Aadifferentiat

2.3.1Restrictions on P2P or VolIP traffic

Among the restrictions related to specific types of traffic, the most frequently reported
restrictions are the blocking and/or throttling of peer-to-peer (P2P) traffic, on both fixed and
mobile networks, and the blocking of Voice over IP (VolIP) traffic, mostly on mobile networks.

As regards P2P, some level of restriction is reported by 49 operators (out of 266) on fixed
networks and by 41 operators (out of 115) on mobile networks. As regards VolP, some level
of restriction is reported by 28 operators (out of 115) on mobile networks. Each of these
types of restrictions affects at least 20% of subscribers.

However, it should be noted that the level of restriction applied and the corresponding impact
on end users vary significantly among operators: some apply it to all their users, others to
some of their users only; some apply permanent restrictions, others apply limited period
restrictions (e.g. peak time), etc.

Various approaches are proposed in chapter 3 to further quantify these practices and the
resulting restrictions at European level (see sections 3.2 to 3.4 for further details).

Furthermore some interesting descriptive information can be noted. These restrictions are

usually reflected in specific contractual terms (such information is now compulsory according

to EU directives), so that in most cases the end users are supposed to be aware that the

package they have chosen contractually excludes VolP and/or P2P. In a certain number of

cases, these contractual terms are not followed by an effective technical enforcement of the

restricion” (t he di stinction between ficontractual onl vy
elaborated in section 3.2).

2.3.20ther specific restrictions

As reflected in the graphs in chapter 3, other, less common, examples of specific restrictions
(including traffic degradation, i.e. blocking/throttling) are reported. These include restrictions
on access to other specific applications (such as gaming, streaming, e-mail or instant
messaging service) and, to a much lesser extent, on access to specific content and
application providers.

A number of cases of operators giving preferential treatment to specific types of over-the-top
traffic were also found (e.g. prioritising streaming and other real-time applications, HTTP,
etc.) and are presented separately in the figures of chapter 3.

Some examples of special treatment for over-the-top traffic reported by fixed operators are
prioritisation of certain kind of traffic or applications at peak times (such as HTTP, DNS,
VolIP, gaming, instant messaging, etc.), and assigning lower priority to applications such as

12 Conversely, some network management techniques may have an indirect impa&lBnor P2Rraffic, without this
being directly reflected in the terms of contracts. Such situations are not easy to quantify.
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file downloading, P2P, etc. In mobile networks, it is worth to mention some cases of
applications or websites which are excluded from the monthly data cap (HTTP traffic,
customer care portals or applications such as Facebook).

These restrictions, usually detailed in the contractual terms to various extents, are (here
also) not always technically enforced. When they are accompanied by technical measures in
the network, these are sometimes not completely covering the restriction. Often the
restrictions evolve over time, for instance to target new providers of similar applications.

2.4 Network protection

This category includes network security and integrity related measures, as well as
congestion management, which are further detailed hereafter.

2.4.1Security and integrity

As stated above, a significant number of operators reported practices that can be classified

as fAibased on network security and integrity reec¢

category 1is the hindess tomprgtectoffom spang blocking post 85 a c ¢
(SMTP). This measure can be deactivated by the end user in some cases. Other ports are
sometimes blocked as well (e.g. NetBios), and some respondents reported using measures

aimed at security enforcement in case of an attack (e.g. DoS attack).

Measures resulting from legal obligations are considered in a different category (e.g. anti-bill
shock in roaming, court orders, blocking of child pornography sites, etc.). These are intended
to be measures of general application by all operators, within a country, although they were
not always reported in responses.

2.4.2 Congestion management

On the Internet, temporary traffic peaks are buffered in routers, and congestion occurs when

buffers overflow and IP packets get dropped. Traditional best effort networks, like the

Internet, limit congestion through so-c al | ed A congest iedgmof heonetivarko | 0 a't
where traffic sources (such as computers connected to the Internet) slow down the
transmission rate when packet loss is observed.

A significant proportion of the operators explain that they implement dedicated traffic
management measures in order to manage congestion. Providers of modern IP networks
often perform congestion management within their own networks. These techniques vary
from applicaton-agnosti ¢ functions treating al/l traffic
s h a r i mul gimilar anethods) to application-specific functions performing throttling and/or
blocking of specific applications (typically using deep packet inspection technologies). When
these practices were clearly reported (or verified by NRASs) as application-specific, they were
included in the categories of the RgBevious secti
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2.5 Implementation of business models

2.5.1Data caps

Data caps are not the focus of this net neutrality-related inquiry. Indeed, caps are generally
application-agnostic, i.e. applied indistinctively from specific types of traffic. In general, they
reflect a strategy from the operator with respect to the pricing of data traffic, according to
volume. In other words, data caps are technical measures, in the sense that traffic volume
needs to be measured and throttled once the data cap has been reached or charging for
extra volume implemented. Nevertheless, when they are application-agnostic, they represent
common business models implemented since the early days of narrowband Internet access.
Data caps indeed provide a price signal to end users related to the cost of bandwidth
consumption.

However, in a few instances, mobile operators do not include the usage of a specific
application in the consumption of the contracted data volume (e.g. in the case of a
partnership with a content website, or to promote a specific social networking application).

In its response to the Co mmi s sGommudication on the open internet and net neutrality
in Europe, BERE C st a tlLenitingtthk data:volufhe or throughput rate may either be
independent of data type (data volume caps or bandwidth limits) or dependent of data type
(e.g. throttling of P2P file sharing). The first method does not constitute a departure from the
principle of net neutrality; while the second method presumably does as specific data types
receive a different treatment than other traffic.d?

Regarding application-agnost i c data <caps (or data wuser A v
implementation have been observed in the responses, mainly on mobile access services:

A segmented tariff models, with various levels of data cap per month;

A fair use policies,topreve nt filexcessiveod consumpti on.

Several measures can be applied to the end user access after the data cap is reached: a
speed limit can be activated (e.g. restricting transmission data down to 64 kbps), access
service can be temporarily stopped or, in several cases, end users are given the opportunity
to buy extra data volume.

Data caps are often the subject of transparency improvement efforts by public authorities
and the sector (also in relation to content and application providers); this question is further
explored in other net neutrality related work streams from BEREC™.

¥See BEREC wSalLl2yasS G2 GKS 9dz2NRLISIY /2YYAadaAr2yQa O2yBokf GFGAz2yYy
(10)42, September 2010, page (fuestion 10):
http://www.irg.eu/streaming/BoR%20(10)%2042%20BEREC%?20response_ECconsultatioOnNetfdity final.pdf?con
tentld=546969&field=ATTACHED_FILE

% See in particular BEREGuidelines on Transparency in the scope of net neutrality: Best practices and recommended
approachesBoR (11) 67, December 20Mittp://berec.europa.eu/doc/berec/bor/ball 67 transparencyquide.pdf

10


http://www.irg.eu/streaming/BoR%20(10)%2042%20BEREC%20response_ECconsultation_Net%20neutrality_final.pdf?contentId=546969&field=ATTACHED_FILE
http://www.irg.eu/streaming/BoR%20(10)%2042%20BEREC%20response_ECconsultation_Net%20neutrality_final.pdf?contentId=546969&field=ATTACHED_FILE

BoR (12) 30

2.5.2 Specialized services

Some providers of electronic communication services offer specialized services, which differ
from (public and best effort) Internet access service in that they provide a generally
guaranteed quality of service and a strict admission control. There are quite different national
situations, varying from none to all operators offering specialized services in parallel to
offering Internet best-effort access service.

The most frequent applications offered are VolIP, IPTV, VoD. The use of these specialized
services might affect the Internet access service in some cases, due to the sharing of access
resources:

El ectroni c communi cat

Speci alli zddhternet
serviq access

<>
Static or dynamic
capacity all oca
Figure 1

About one third of the fixed operators indicate in their responses that specialized services
are affecting, to some extent, the Internet best-effort service of customers using the same
access network™ (see graphs in chapter 3). Potential degradation of the Internet access
service in this context is particularly examined within other net neutrality related BEREC
work streams, particularly in relation to quality of service minimum requirements.

3 Quantification of restrictions

This chapter first shows the variety of practices reported, and presents the relative
importance of the different types of restrictions considered in the questionnaire (section 3.1).

Sections 3.2 to 3.5 provide a detailed quantification, using four different approaches:

1) Number of operators applying each kind of restriction (section 3.2).

15 . . . T . .
There are two possible relevant cases here: either a customer using specialised services has hidritermidédccess

service (IAS) affected, or the IAS of one customer affected by the specialised service ofistierers.

11

o

n
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2) Operators applying each kind of restriction weighted according to their total number
of subscribers (section 3.3).

3) Number of Internet access subscribers affected by restrictions (section 3.4).

4) Cross-country aggregated statistics for the most frequent restrictions (section 3.5), in
order to represent the relatively contrasting situation across Europe.

Quantification based on the number of operators is helpful to provide a first general picture.
However, it suffers from the fact that the number of operators applying a specific restriction
does not necessarily reflect the situation on the market as a whole. It is not possible to draw
any inference from the number of operators to the number of subscribers actually affected.
Moreover the number of operators per country having reported data, during the data
collection procedure, does not relate to the size of the country. Countries with many
operators compared to the overall subscriber base are overrepresented in the snapshot
dat a, when it is based on operatords numbers inf

To allow more meaningful statements about the overall frequency of particular measures, it
was therefore also tried to calculate and present data in relation to the number of
subscribers affected. However subscriber data provided by operators were not complete.
Some operators did not supply any subscriber data. Those operators were excluded from
the subscriber-based calculation (which implies an underestimation, in those graphs, for the
practices that these operators reported).

Moreover, precise data was not always provided, in the cases where measures were only
applied to part of the subscriber base. Therefore the data reported allow stating a minimum
number of subscribers that are surely affected, and a minimum number of subscribers that
are surely not affected by a specific measure. For those operators responding that a
particular measure was applied to some users only, a range of uncertainty may remain in
some cases, with respect to how many users are affected by the measure.

This range is clearly marked hereatfter.

3.1 Variety of the reported measures

The following graph (Figure 2) provides a general overview of the measures reported, by
representing the proportion of operators applying each type of practice considered to their
Internet access customers. The percentages regroup both practices applicable to all, and to
only a part of the client base, regardless of whether they are implemented technically and/or
contractually, and of how the information is conveyed to customers.

These charts include all types of measures described previously, including those that do not,
in most cases, represent a concern in terms of net neutrality 7 in particular data caps
(volume limits), which represent an important portion of responses, particularly in the mobile
environment, where they are a very common practice.

Some restrictions which were asked for are nearly never reported, neither in fixed nor mobile
networks, such as restrictions on instant messaging, or restrictions on a specific content or
application provider.

12
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The diversity of measures reported by ISPs
Relative frequency of ISP reporting some level of restriction

User's access is throttled/blocked (e.g. data caps)

Specialized services affecting the Internet access gy

service
Restrictions on P2P *

Restrictions on VolP

Restrictions on Instant messaging

Restrictions on specific providers

Specific type of over-the-top traffic given
preferential treatment

]
|

Restrictions on other kind of traffic [
|
]
]

Measures related to network security and integrity

Measures upon legal order *
|

absent most frequent

® Mobile ISPs Fixed ISPs

Figure 2

When reading this chart, it is important to keep in mind that the frequency of ISPs reporting
some level of restriction does not quantify the numbers of users affected (which depends on
the size of the ISP, on whether the restriction is applied to all users or to some users only,
etc). It does not represent either the quantitative importance of the restriction in the daily
experience of users. The measure may indeed, for example, only be applied for a limited
period of time.

Subsequent sections will look more in details at the quantification of practices which are both
net neutrality related and not insignificant. These are the practices underlined in Figure 2:
firestrictd,ondr @nt rPi2Pti ons on Vol PO, firestriction
type of over-the-t op traffic given preferential treatment

3.2 Quantification based on numbers of operators

This section presents the aggregated results in terms of number of operators, for some of
the restrictions sought after in the questionnaire, in particular those in the questionnaire
section labelledA Di f f erent priority | evels within I nterne

A AP2P file sharing is blocked/throttledo

13
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A AVol P is bloecked/throttled

A Other practices of Ainegat i veiOdihfefre rsepretcii &tiico ni

traffic (port, protocol, application,

usage,

A Practices of #fApositive dififSfperce it ica ttherpmed odf os

traffic given preferential treatment (e.g. specific content/application and/or specific
application/ content provider)o

For each type of restriction, the figures presented below display the number of operators
reporting the practice. As mentioned before, it should be noted that these figures should not
be understood as a quantification of the impact on end users, as the level of restriction
applied varies significantly among operators (in particular, some apply it to all their users,
others to some of their users only).

In the figures presented below, a distinction is made depending on whether an ISP declaring
a practice applies this practice to all its subscribers, or only to some of its subscribers (e.g
restriction applied only in certain offers, and not in others).

As stated above, the total number of operators considered within the results of the exercise
is 381 - 266 fixed and 115 mobile network operators®®.

A first version below (Figure 3) presents a general view of restrictions set up by operators.
The colours in the graphs vary, depending on whether the operator is applying the restriction
to all its customers (orange), only to a part of its customer base (yellow), or to none (green).

The second version (Figure 5) is more detailed, since it reflects the distinction between
technically-enforced restrictions and contractual-only restrictions i which is explained further
in an intermediate section.

6 The 33 respondent MVNSvere notincluded inthe statisticsas in most cases they referred to practices put in place by
their MNGs operator, often not being able to guarantee their observations. However, in a number of cases, the level of

NBAGNAOGAR2YA OFNBldSyidte AYLR&SR o6& (KS K2ad abho |
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Number of operators applying some level of restriction

300

5
23
250 -+ 40 E
7
9

200
4
<]
S |
© .
ﬂgl_1so -
° 264 o
= 236 12

217 6
100 28 23 1
1
105 102
50 +
74 88
O - - -
FIXED MOBILE FIXED MOBILE FIXED MOBILE FIXED MOBILE

P2P blocked/throttled | VolP blocked/throttled Blocking/throttling of Specific type of over-
other specific traffic the-top traffic given
preferential treatment

Number of operators which restrict considered application for all their users
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Number of operators which do not restrict considered application for any of their users

Figure 3

A closer look at how restrictions are enforced

An important distinction in the forms of implementation of the reported restrictions is the
method of enforcement. There are two main types of situations with regards to how the end
users are confronted with a restriction in practice. Either the contractual provision is
accompanied by technical measures, which guarantee that the provision is respected i this
is described here as fAtechnically enforcedo.

Or

the operator to control that matter i this situationisdes cr i bed as #Acontractual
| atter case, end wusers would technically be abl

some contents or applications that are restricted in their offer, even though they are
obviously not supposed to do so.

In this regard, the global figures presented in Figure 3 above should not be regarded as
guantifying specifically the technical measures in place, but rather the intended restriction.

For the most frequent restrictions, BEREC has calculated the proportion that is not actually
technically enforced (according to the answers to the questionnaire). The results are the
following:Aicontract ual onlyo restrictions represent
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fixed networks, 12% for P2P in mobile networks, 44% for VolP in mobile networks.
This percentage is in reference to the number of operators which report to apply such
restrictions. For example, in the case of P2P in fixed networks, 48 out of 266 operators (4%
here corresponds to 2 operators).

Type of enforcement
(percentage is among operators applying the restriction only)

1 %

80%

60%

40% 0% S

56%

20%

0%

Restrictions on P2P traffic Resctrictions on P2P traffic Restrictions on VolP traffic
(FIXED) (MOBILE) (MOBILE)

Technically enforced  ® Contractual only

Figure 4

One last piece of descriptive information relates to the effectiveness of the measure. Even
when a restriction is technically enforced, it may be done incompletely (e.g. not all the
producers of a type of traffic are identified by the system). It may also be ineffective when
the end users use certain configurations. This consideration is useful to better understand to
what extent an end user is effectively prevented from accessing or using some content or
application. Nevertheless, this is not the only element to be appreciated in the context of net
neutrality: the ability to exercise choice, in particular, is a criteria emphasized in other work
streams of BEREC.

Applying this distinction between WnAtechni
categories of measures, the data collected is classified and presented in Figure 5. The
colours in the graphs vary, depending on whether the operator is applying the restriction to
all its customers (orange, solid or dashed), only to a part of its customer base (yellow, solid
or dashed), or to none (green).
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Number of operators applying some level of restriction
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Figure 5

3.3 Quantification based on operators weighted according to
their total number of subscribers

The objective here is, starting from previous figures, to weight each operator according to its

number of subscribers. In the resulting graphics, it should be underlined that the weight
affected to the category of operators which #dre
users onlyo does not correspond t o tnhbatrathermber of
to the total number of users of these operators. So that the graphics do not tell exactly how

widespread the restrictions are (which will be the aim of next section), but rather how

important (in terms of customers) are the categories of operators that apply restrictions to all,

some and none of their users.

It is important to note that, when users are counted within categories with some level of
restriction, the measure implemented on their Internet access does not necessarily have
continuous effect at all times (e.g. throttling P2P only at peak hours). Furthermore, both the
yellow and orange categories include restrictions that are implemented technically, as well
as restrictions that are implemented contractually only.
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Lastly, it should be kept in mind that these figures are estimations, given that up-to-date data
on the number of Internet access subscribers was not provided by every operator.

A first version below (Figure 6) presents a gener al Vi ew
behaviour, depending on whether they apply restrictions to all, some or none of their users.
The colours in the graphs vary, depending on whether the operator is applying the restriction
to all its customers (orange), only to a part of its customer base (yellow), or to none (green).

The second version (Figure 7) is more detailed, since it reflects the distinction between
technically enforced restrictions and contractual only restrictions.

Operators applying some level of restriction
weighted according to their total number of users
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P2P blocked/throttled VolP Blocking/throttling of | Specific type of over-
blocked/throttled other specific traffic the-top traffic given
preferential treatment

Number of users clients of operators which restrict considered application for all their users
Number of users clients of operators which restrict considered application for some of their users only
Number of users clients of operators which do not restrict considered application for any of their users

Note: Those operators were not taken into account which did not provide any data as regards their total number
of subscribers. Therefore this graph reflects less than the total numbers of 266 (fixed operators) and 115 (mobile
operators) of Figures 3 and 5.

Figure 6

An alternative view in Figure 7 allows reflecting also the absence, in a number of cases, of
technical enforcement of a restriction stated in a contract.
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Operators applying some level of restriction
weighted according to their total number of users
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Note: Those operators were not taken into account which did not provide any data as regards their total number
of subscribers. Therefore this graph reflects less than the total numbers of 266 (fixed operators) and 115 (mobile
operators) of Figures 3 and 5.

Figure 7

3.4 Quantification based on numbers of Internet access
subscribers

The same restrictions as in the previous sections are presented here, this time showing the
results in terms of number of Internet access subscribers, in order to present a first high-
|l evel assessment of the impact of the operator saé

It is indeed wuseful to further g u a midtions wp at he nu
considered application, and at the same time the number of users preserved from such
restrictions.

This is done easily for operators which reported not to apply a restriction (all their
subscribers were put i n anafoetigpserwhichiiepostedtosapplyot af f
a restriction to all their users (all their sul
However, a difficulty arises for operators which reported to apply a restriction to some of

19



BoR (12) 30

their users only, and not all: figures as regards the number of users affected were not always

provided by the operators. I n case figures were
split between the first twausesabegaffest édarer Abs
figure s , al l its subscri ber s unokareaevhethar effectech oraot t hi r d

af fectedo.

In the end, when reading the figures quantifying the impact on end users, it should be
understood that the fAuncl ear whety sin realtyfaect ed

compound, of unknown proportion, bet ween fAusers
orange) and fAusers not affectedo (that would ha\
dividing line between A aidfsomewieetkdn the grey block.®t, af f ec
saidd di fferently, t he number of user s effecti vi

affectedod (orange) and fAusers affectedod and fAun«
grey).
Furthermore, similarly as above, both the grey and orange categories include restrictions

that are implemented technically, as well as restrictions that are implemented contractually
only.

A first version below (Figure 8) presents a general view of resulting restrictions faced by end
users. The colours in the graphs vary, depending on whether the user faces restrictions
(orange) or not (green), or whether the data does not allow to tell (grey).

The second version (Figure 9) is more detailed, since it reflects the distinction between
technically enforced restrictions and contractual only restrictions.
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Note: Those operators were not taken into account which did not provide any data as regards their total number
of subscribers. Therefore this graph reflects less than the total numbers of 266 (fixed operators) and 115 (mobile
operators) of Figures 3 and 5.

Figure 8

Figure 8 can be read accordingly:

In the fixed market, while at least 78% are not affected by those restrictions, at least
21 % of broadband users are affected by P2P related restrictions, either technically
or contractually. The data is not clear enough to enable reliable conclusions to be
drawn about the remaining 1% of users who might or might not face such restrictions.
In the mobile market, while at least 58% are not affected by those restrictions, at
least 36 % of broadband users are affected by P2P related restrictions, either
technically or contractually. The data is not clear enough to enable reliable
conclusions to be drawn about the remaining 6% of users who might or might not
face such restrictions.

In the mobile market while at least 61% are not affected by those restrictions, at least
21 % of broadband users are affected by VoIP related restrictions, either technically
or contractually. The data is not clear enough to enable reliable conclusions to be
drawn about the remaining 18% of users who might or might not face such
restrictions.
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